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POGLAVLJE 1

Moderna organizacija u globalnom

okruzenju zasnovanom na vebu




Pregled sadrzaja poglavlja

1.1 Informacioni sistemi: Osnovni pojmovi |
definicije

1.2 Globalna platforma zasnovana na vebu

1.3 Pritisci koji se javljaju u poslovanju,
organizaciona resenja I podrska IT

1.4 Zasto su vazni informacioni sistemi?

1.5 Plan ove knjige



CILJEVI UCENJA

Definisati podatak, informaciju 1 znanje.

Definisati arhitekturu 1 infrastrukturu
Informacione tehnologije.



CILJEVI UCENJA (nastavak)

Opisati globalno poslovno okruzenje i novu
Infrastrukturu informacione tehnologije.

Razmotrite odnose izmedu pritisaka koji se
javljaju u poslovanju, organizacionih resenja i
Informacionih sistema.



Google servers in a server farm Google Headguarters



Homo Conexus

Generacija kojoj pripadaju Citaoci ove knjige
,najpovezanija” je generacija u istoriji.
Upraznjavajte kontinuirano racunarstvo.

Okruzeni ste personalnom, pokretnom
mrezom informacija.



Personalna pokretna mreza informacija




1.1 Informacioni sistemi: Pojmovi |
definicije

Podatak
Informacija
Znanje



Informacioni sistemi: Pojmovi |
definiclje (nastavak)

Arhitektura informacione tehnologije
Infrastruktura informacione tehnologije



Arhitektura na internetu putnicke
agencije

Q ~ Individual

5 - customers

Internet

B2C Application Server

Application Integration B2B |-

B2B

Firewall

intranet Firewall

& clients
Car rental

CUSTOMERS SUPPLIERS



Komponente I T, platforme I T, usluge I T |

Infrastruktura | T
]

wuiohneld

| I ' | . IPersneI | | | | ' L
R }

IT Infrastructure
A



1.2 Globalna platforma zasnovana na
vebu

Najbolje prikazuje internet | World Wide Web

Omogucava nam da se povezemo,
proracunavamo, komuniciramo, saradujemo |
Konkurisemo jedni drugima bilo gde, uvek i u
nilo koje vreme.

Dostupna je bez obzira na geografsku
razdaljinu, vreme Ili jeziCke barijere.




Global na platforma zasnovana na vebu

ONE GOOGLE
SERVER FARM

W Ay = \
/ - - ONE AMAZON

ONE YAHOO =iiaan® ' ~
SERVER FARM SERVER FARM




Stadijumi globalizacije
(Knjiga Thomasa Friedmana Svet je ravan (The World is
Flat))

Globalizacija 1.0 (od 1492. do 1800)
Globalizacija 2.0 (od 0 2000)
Globalizacija 3.0 (od 0 danas)




Globalizacija 1.0

Christopher Columbus




Globalizacija 2.0 (prva polovina)

Steam engine




Globalizacija 2.0 (druga polovina)

Sateliti

Opticki
kablovi

Apple Mac Pro OpenMoko open source smart phone



Globalizacija 3.0




Globalizacija 3.0 (nastavak)

Schematic Map of the Internet



Friedmanovih deset izravnjivaca

Pad Berlinskog zida

Netscape postaje dostupan javnosti
Razvoj workflow softvera

Predaja datoteka

Spoljna saradnja (outsourcing)
OfSor poslovanje

Lanac snabdevanja

Insorsing

Informisanje

Steroidi



Pad Berlinskog zida

L1, aeAS

b




Sirenje Evropske Unije
(posledice pada Berlinskog zida)

Member States of the
Eurcpean Union and
year of accession

e e
n Unicn
and mr:peam inval
in the enlargement process |




Netscape posta e dostupan javnost

Netscape

Marc Andreessen
(wrote Mosaic
browser and
Netscape browser)




Wor kflow softver




Predaa datoteka

.

Nl i

WIKIPEDIA Broadcast Yoursel
The Free Encyclopedia




The Open Source Movement
(essential ingredient of uploading)

Apache Web server

OBE;Of ficeorg



The Open Source Movement (continued)

Firefox

Thunderbird

Mozilla



The SeaMonkey Project

Formerly the Mozilla
Application Suite




Spoljna saradnja (outsourcing)

Outsourcing gained
momentum and “took
off” with Year 2000
(Y2K) problem




OfSor poslovanje

Call centar u Indiji



L anac shabdevanja

WAL*MART

ALWAYS LOW PRICES.




Insorsing (Insourcing)

DeLL — Fedtx



Informisanje

To nije samo

Google

There are MANY other interesting search
engines as we see in Chapter 5



Steroidi

Digitalni
Mobilni
Virtuelni
LiCni



Prvi steroid: racunarstvo (obrada)

Charles Babbage's Ultramobilni PC
Difference Engine
(1822)



Racunarstvo (nastavak — cuvanje)

First disk storage unit by IBM (1956) Sony Micro Vault Thumb Drive
Capacity: 5 megabytes Capacity: 2 gigabytes
Size: Refrigerator



Drugi steroid: Trenutno slanje
porukal deljenje datoteka

Wi e e b W [renutno slanje

poruka (primer)

Deljenje datoteka
(primer)




TrecCl steroid:
Voice over Internet Protocol




Cetvrti steroid:

A telepresence system in a conference room



Videokonferencijske veze (nastavak)

An individual telepresence system



Videokonferencijske veze |
medicina

New Zealand used Polycom, a leading vendor
of telepresence systems, to provide a
telemedicine application for children.




Peti steroid:
RaCunarska grafika
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Sesti steroid:
BeziCne tehnologije

Using cell phone
in motion

Geostationary satellite

Bluetooth phone
sunglasses




The Great Convergence

We are in a convergence of three powerful,
technological forces:
(1) Cheap and ubiquitous computing devices
(2) Low-cost, high bandwidth
(3) Open standards



The Great Convergence (continued)

In essence, we have computing everywhere
and anywhere, anytime and all the time, with
access to limitless amounts of information,
services, and entertainment.



The Great Convergence (continued)

We have the creation of a global, Web-enabled
playing field that allows for multiple forms of
collaboration — the sharing of knowledge and
work — in real time, without regard to
geography, distance, or, in the near future,
even language.

The field now includes some 3 billion new
people, formerly digitally disenfranchised.



And the result of all this?

See the Power of Technology




1.3 Pritisci koji se javljaju u poslovanju,
organizaciona resenja I podrska I'T

Pritisci u poslovanju
Trzisni pritisci
Tehnoloski pritisci
Drustveni pritisci



Pritiscl koji sejavljau u poslovanju,
organizaciona resenja I podrska I'T

Customer focus
and service (CRM),
self-service

Global economy
and strong
competition

Need for
real-time
operations

Business
alliances

Compliance with

govemnment Changing
regulations and workforce
deregulations

Powerful
customers

On-dermand
made-to-order
mass
customization

Business process
restructuring and
management (BPM)

Continuous improvement efforts
{just-in-time, total quality
management), KM, ERP



Trzisni pritisci

Globalna ekonomija | jaka konkurencija

Promenljiva priroda radne snage

Mocni kupci




Tehnoloski pritisci

Tehnoloske inovacije | zastarelost
Pretrpanost informacijama



Tehnoloske inovacije 1 zastarelost

Obsolescence: Slide Rule

Inovacija: Early calculator



Tehnoloske inovacije 1 zastarelost
(nastavak)

PO Y EKPRESS
3 1' )SEPH, MISSOURI to CALIFORNIA
2 in 10 days or less.

W WANTED

'YOUNG, SKINNY, WIRY FELLOWS
pl over eighteen. Must hmorl P

~ Orphans preferred.
- Wages $25 per u-.k.

Inovacija: Telegraf

Obsolescence: Pony Express



Tehnoloske inovacije 1 zastarelost
(nastavak)

Inovacija: iPod nano Obsolescence: old phonograph



Tehnoloske inovacije 1 zastarelost
(nastavak)

Inovacija:
digitalna
kamera

Inovacija: “Credit
card” digital camera

Obsolescence: old
analog camera




Tehnoloske inovacije 1 zastarelost
(nastavak)

Obsolescence:
Horse and Buggy

Inovacija: Ford Model T




Tehnoloske inovacije 1 zastarelost
(nastavak)

Obsolescence: Manual
typewriter

Inovacija: Notebook
computer with word
processing software




Pretrpanost Informacijama

Suffering from Information Overload?

e-journals CD-ROMs
world wide web magazines Socrates
o-boolk reference books

NEWSPAPers books encyclopedias




Drustveni pritisci

Drustvena odgovornost

Drzavne regulative | smanjenje regulativa
Zastita od teroristickin napada

EtiCka pitanja



Drustvena odgovornost

1@/

X

One Laptop per
Child initiative




Drustvena odgovornost (nastavak)

Internet over satellite in developing nations



Drustvena odgovornost (nastavak)

Bridging the
Digital Divide




Drustvena odgovornost (nastavak)

Youth Computer
Club in Cuba




Drustvena odgovornost (nastavak)

Cuban Youth
Computer Club
mobile unit




Organizaciona resenja

Strateqgijski sistemi
Usredsredenost na kupce

Proizvodnja po porudzbini i masovno
prilagodavanje kupcima

vidi Reebok

vidi Bodymetrics video

Elektronsko poslovanje | elektronska trgovina




1.4 Zasto su vazni informacioni
sistemi?

Informacioni sistemi | informacione
tehnologije su sastavni deo zivota

Informacioni sistemi nude mogucnosti
za gradenje karijere

Informacione sisteme koristi svako
funkcionalno podrucje jedne
organizacije



Dezinformacija o mogucnosti za karijeru u
oblasti Informacionih sistema

Prva zabluda: Nema posla u oblasti
racunarstva.

Druga zabluda: Dok moja generacija
diplomira, necCe postojati poslovi IT.

TrecCa zabluda: Svi poslovi IT sele se u druge
zemlje.

Cetvrta zabluda: Plate u oblasti
Informacionih tehnologija su niske zbog
jeftine radne snage u inostranstvu.



1.5 Plan ove knjige

Glavni cilj ove knjige je da omoguci
razumevanje uloge informacionih tehnologija
U savremenim organizacijama.

Knjiga je napisana tako da omoguci da se o
Informacionim sistemima misli na strategijski
nacin.

Knjiga pokazuje kako IT pruza podrSku svim
funkcionalnim segmentima organizacije.

Each chapter introduces a major topic in
Information Technology



Zavrsni slucaj

s
amazon

webservices™

amazon mechanical turk

Artihcial Artificial Intelligence
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POGLAVLJE 2

Informacioni sistemi: pojmovi | upravljanje




Pregled sadrzaja poglavlja

2.1 Tipovi informacionih sistema

2.2 Konkurentska prednost | strategijski
iInformacioni sistemi

2.3 Zasto su vazni informacioni sistemi za
organizaciju | drustvo?
2.4 Upravljanje informacionim resursima



CILJEVI UCENJA

Definisati sastavne delove kompjuterizovanih
Informacionih sistema.

Definisati razne tipove informacionih sistema
na osnovu podrske.

Utvrditi koji su glavni informacioni sistemi koji
podrzavaju svaki od nivoa organizacije.

Definisati strategijske informacione sisteme
(SIS) | opisati njihove prednosti.



CILJEVI UCENJA (nastavak)

Definisati Porterove modele sile konkurencije
| lanca vrednosti | objasniti na koji nacCin IT
pomaze kompanijama da poboljsaju svoju
Konkurentnost.

Definisati pet strategija koje kompanije koriste
da steknu konkurentsku prednost u svojim
granama delatnosti.

Definisati naCine upravljanja informacionim
resursima | razmotriti uloge koje imaju
odeljenje za informacione sisteme | krajnji
korisnicl.




Chevron

Uvodni slucaj

~

Leading Upstream positions Upstream activities: exploration
and production

GoM . Trinldad

ol
Coapurater i

Downstream activities: refining,
marketing, transportation, sales




2.1 Tipovi Informacionih sistema

Kompjuterizovani informacioni sistemi koriste
racunarsku tehnologiju da bi obavljali deo
zadataka ili zadatke u celini | sastoje se od:

Hardvera
Softvera

Baze podataka
Mreze
Procedura
Ljudstva



|nformacione tehnol ogije unutar
organizacije

£ - ~

E Executive Dashboards Executives - Stategic Decisions

z

% Expert Systems, Business Intelligence 4 5

c Systems, OAS, Dashboards : Knowledge Workers o

5 )

g_{ ggﬁirr:gssﬂljnteggenceSSystenﬁ, T }E
shboards, Expert Systems, . : o

E OAS. FAIS Tactical Decisions m

S | Dashboards, FalS, OAS, T

£ Expert Systems, Business / Lower Level Managers - =

B intelligence Systems / Cpertational Decisions @

a8

@

) FAIS, OAS Clerical Staff

3 - "

-

IT Fersonnel

IT Infrastructure
A

4

| |
-
uuone|d




|nformacione tehnologije 1zvan
organizacije

CUSTOMER SIDE

SUPPLIER SIDE
{B2B)
Business-to-business
Eleclronic commeance

Buginees-to-consumer
(B2C)
Electronic commearce

SUPPLIERS Business-to-business
(B2EB)
Electronic commaearnce
on Customer Side



Aplikativni programi

Aplikativni program je racunarski program
KOJI reSava konkretan zadatak, podrzava
noslovni proces ili neki drugi aplikativni
orogram.




Dubina podrske koju informacioni
sistem moze da obezbedi organizaciji

Informacioni sistemi funkcionalnih celina
Sistem za planiranje resursa preduzeca
Sistem za obradu transakcija
Interorganizacioni informacioni sistemi



Podrska zaposlenima u organizacijl

Sistemi za automatizaciju kancelarijskog
poslovanja

Informacioni sistemi funkcionalnih celina
Sistemi poslovne inteligencije

Ekspertni sistemi

Digitalne kontrolne table



2.2 Konkurentska prednost |
strategijski Informacioni sistem

Konkurentska prednost
Strategijski informacioni sistemi (SIS)



Porterov model sila konkurencije

Najpoznatiji okvir za analizu konkurentnosti je
model sila konkurencije Michaela Portera
(Porter, 1985).



Porterov model sila konkurencije

Threats of
New Entrants

Supplier Power
(Bargaining Power
of Suppliers

Organization

Competing
Organizations

Buyer Power
(Bargaining Power
of Buyers

Threats of
Substitute Products
or Services




Porterov model sila konkurencije

Opasnost od pojavljivanja novih
konkurenata je visoka kada je trziste
otvoreno, a smanjuje se ako postoje barijere
za ulazak na trziste.

Barijera za ulazak na trziste je karakteristika
proizvoda ili nivo kvaliteta usluge koji se
ocekuje u odredenoj oblasti privrede.

Za vecinu organizacija, veb povecCava
opasnost od pojave novih konkurenata na
trzistu.



Porterov model sila konkurencije

Pregovaracka moc dobavljaca je velika
Kada kupci nemaju mnogo izbora, a mala je
Kada kupci imaju mnogo izbora.

nternet utice na dobavljace na razliCite
nacine. Kupci mogu da nadu alternativne
dobavljace | da lakSe uporeduju cene i da
smanje moc dobavljaca.

S druge strane, kako kompanije koriste
Internet za integraciju svojih lanaca
snabdevanja, dobavljaci mogu da obavezu
svoje kupce.




Porterov model sila konkurencije

Pregovaracka moc kupaca je velika kada
kupcl imaju mnogo izbora, mala je kada
nemaju mnogo izbora.

nternet uvecava pristup informacijama,
novecavajuci moc kupaca.

nternet smanjuje troskove promene, which
are the costs, in money and time, to buy
elsewhere. This also increases buyer power.




Porterov model sila konkurencije

Opasnost od pojave zamene za proizvode
| usluge je visoka ukoliko postoji mnogo
supstituta za proizvode | usluge neke
organizacije I niska je ako ne postoji mnogo
supstituta.

Privrednim granama koje su zasnovane na
Informacijama najvise preti opasnost od
supstituta (na primer, muzika, knjige, softver).
Putem interneta informacije mogu da se
prenose brzo | efikasno.



Porterov model sila konkurencije

Rivalstvo izmedu firmi u jednoj privrednoj
grani is high when there is fierce competition
and low when there is not.



Porterov model |anca vrednostl

Ovaj] model koriste organizacije da bi
ustanovile koje su specifiche aktivnosti u
kojima mogu koristiti konkurentne strategije
za postizanje najveceg ucinka.

Primarne aktivnosti

Pomocne aktivnosti



Porterov model lanca vrednost

Legal, Accounting, Finance, Electronic Scheduling and Message
T selilil Sl el Management Systems; Collaborative Work Flow
b= Personnel, Recruiting, Training, Workforce Planning Systems;
‘% Human Resource Management Career Development Employee Benefits Intranet
=T
= Product and Process Design, Computer-Aided Design Systems;
% Egﬂ'i'ﬂ ImﬁtTechmiugy Production Engineering. Product Development Extranst
= o Research and Development with Parthers -
Lra| —
Sugpiier Management, Funding, E-Commerce Web Portfal !
+ Procurement Subcontracting, Speciication for Suppliers =
T s
Inbound Logistics Operations QOutbound Logistics | Marketing and Sales Customer Service O
o
* Quality Control * Manufacturing * Finishing Goods * Customer * Warrenty <
Receiving * Packaging * Order Handling Management * Maintenance >
@ | * Raw Materials * Production * Dispatch * Order Taking * Education and —
F=| Control Control * Delivery Invoicing | * Promotion Training c
= | * Supply Schedules | * Quality Control * Bales Analysis * Upgrades m
_:l-'-: * Maintenance * Market Research
b=
8
S | " Automated * Computer- * Automated * Computerized * Customer
o Warehousing Controlled Shipment Ordering Systems Relationship
System Machining Scheduling * Targeted Ordering Management
Systems Systems Systems Systems
* Computer-Aided * Online Point * Targeted
Flexible of Sale and Marketing
Manufacturing Order Processing




Strategije za sticanje konkurentske
prednosti

Najnizi troskovi

Diferencijacija

N P e
Inovacija Cltl

Efikasnost poslovanja

Orijentisanost ka kupcima  [lut:rdJ Koy




2.3 Zasto su vazni informacioni
sistemi?

Informacione tehnologije ¢e smaniiti broj
menadzera srednjeg nivoa.

Informacione tehnologije ¢e promeniti
menadzerski posao.

Informacione tehnologije utiCu na zaposlene
dok su na radnom mestu.

Informacione tehnologije poboljSavaju kvalitet
Zlvota.



Ergonomski proizvodi

© L -



When ergonomics doesn’t work

When all else falls.......



Omogucavanje ljudima sa
Invaliditetom da rade na racunarima




Roboti dizu revoluciju

See Invasion of the Humanoid Robots




Roboti dizu revoluciju

See video of
Big Dog robot
INn action




Roboti dizu revoluciju (nastavak)

|

See ASIMO commercial

—_—

s

See video of ASIMO In action

AR E RS E



Del aval Voluntary Milking System




Poboljsanje zdravstvene zastite

ROVING ROBOT CAMERA
The radio-controlled robot can roam the stomach or abdomen, acting as an extra eye for surgeons (schematic only, notto scale

Enclosed motor and

Grooved tubular wheels prip universal joints

Slippery surfaces, allowing the
ramera to be steered remotely

Retractable CAMERA
biopsy need|e



Poboljsanje zdravstvene zastite

(nastavak)

The Pill Cam: Wireless endoscopy



The daVinci Surgical Robot

The robot

The surgeon’s console



The daVvinci Surglcal Robot (continued)

The daVinci robot Iin use



Medica Simulation

Two physicians
perform a
procedure on a
simulated human
(mannequin)




Upravljanje informacionim resursima

Kojim resursima IT se upravlja i ko to radi?
Uloga odeljenja za IS



Tradicionalne primarne funkcije IS

Razvoj upravljackih sistema | upravljanje sistemskim
projektima

Upravljanje raCunarskim centrima

Zaposljavanje osoblja, obuCavanje | razvoj vestine IS
Pruzanje tehnickih usluga

Planiranje, razvoj | kontrola infrastrukture



Nove (konsultantske) primarne
funkcije 1S

Zapocinjanje i projektovanje specificnih strategijskih
Informacionih sistema
Integrisanje interneta | elektronske trgovine u poslovanje

Upravljanje integracijom sistema, ukljuCujuci internet, intranet
| ekstranet

Edukacija zaposlenih u drugim odeljenjima u oblasti IT
Poslovna edukacija zaposlenih u IS

Podrska krajnjim korisnicima raCunara

Partnerstvo sa izvrSnim direktorima

Upravljanje spoljnom saradnjom (autsorsing)

Inovacija

Alijanse sa dobavljaCima i odeljenjima za IS drugih
organizacija



Supporting End Users

One form of end-user support is the help desk, where
IS staffers help users troubleshoot problems with
their systems.

This video shows the first help desk.




Kompanija
Todd Pacific
Shipyards

PDA bezicha
mreza
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POGLAVLJE 3

Etika, privatnost | zastita informacija




Pregled sadrzaja poglavlja

3.1 Eticka pitanja
3.2 Pretnje zastiti informacija
3.3 Zastita informacionih resursa



Ciljevi ucenja

Definisati glavna etiCka pitanja vezana za
Informacionu tehnologiju I utvrditi u kojim se
situacijama javljaju.

Definisati koje su glavne pretnje zastitl
Informacija.

Opisati razliCite mehanizme odbrane koji se
koriste za zastitu informacionih sistema.

Objasniti reviziju informacione tehnologije |
planiranje oporavka od katastrofe.



TJX: Najgora krada podataka u
maloprodaji u Istoriji?




Eticka pitanja

Etika
EtiCki kodeks



Fundamentalna nacela etike

Jasno definisana licha odgovornost za
postupke koji su ucCinjeni u organizacijl
Odgovornost za sopstvene postupke
Pravo na obestecenje



Neeticki naspram nezakonitog

Ono Sto je neetiCki ne mora istovremeno biti |
nezakonito.

Ethics scenarios




Cetiri kategorije etickih pitanja:

Pitanje privatnosti
Pitanje tacnosti

Pitanje svojine
Pitanje dostupnosti




Pitanje privatnosti

BIG BROTHER
| How much privacy
| ::-u ) do we have left?
IS WATGHING

10l



Privatnost

Privatnost. Pravo pojedinca da ne bude
uznemiravan | da bude osloboden od bilo
Cijeg I bilo kakvog uplitanja u licne stvari.
Sudska praksa primenjuje dva pravila:

(1) Pravo na privatnost nije apsolutno pravo.
Vasa privatnost mora biti uskladena sa

potrebama drustva.

(2) Pravo javnosti je preCe od prava

pojedinca na privatnost.




Pretnje privatnosti

Agregatori podataka, digitalni dosije |
profilisanje.

Elektronski nadzor
LiCne informacije u bazama podataka

Informacije na internetskim grupama kao sto
su elektronske oglasne table, diskusione
grupe | sajtovi socijalnog umrezavanja.



Agregatori podataka, digitalni dosije |
profilisanje

LexisNexis™

ChoicePoint ‘P



Elektronski nadzor




Elektronski nadzor

Vidi "The State of Survelllance" Clanak u
casopisu BusinessWeek.

Vidi the surveillance slideshow

See additional surveillance slides

And you think you have privacy? (video)
Sense-through-the-Wall




Licne informacije u bazama
podataka

Banke

Pruzaoci komunalnih usluga
Vladine agencije

Kreditni biro

EQUIFAX
/ TransUnion
experian

g L
P
i "':-'

"



Informacije na internetskim grupama kao Sto
su elektronske oglasne table, diskusione grupe
| sajtovi socijalnog umrezavanja

A iig myspace.com.

Linked [{}}




Sajtovi socijalnog umrezavanja Can
Cause You Problems

Anyone can post derogatory information about
you anonymously. The

(See this Washington Post article.) 1Uuﬁ£ingtton
Pos

You can also hurt yourself, as this article
shows.




What Can You Do?

First, be careful what information you post on
social networking sites.

Second, a company, ReputationDefender, says
It can remove derogatory information from the
Web.




Zastita privatnosti

Kodeks privatnosti | poslovna politika
privatnosti

Model ogradivanja (Opt-out Model)
Model pristanka (Opt-in Model)



3.2 Pretnje zastiti informacija



Factors Increasing the Threatsto
Information Security

Savremeno, medusobno povezano,
meduzavisno, beziCho umrezeno poslovno
okruzenje,

Drzavno zakonodavstvo,
Maniji, brzi i jeftiniji raCunari | uredaji za
cuvanje podataka,

Sve manje vestina koje su potrebne da bi
pojedinac postao kompjuterski haker,



Factors Increasing the Threatsto
Information Security (continued)

Medunarodni organizovani kriminal preuzima
visokotehnoloski kriminal,

mplicitha odgovornost,

Povecan broj uredaja koje zaposleni koriste
nez iClje kontrole,

Nedostatak podrske menadzmenta.




A Look at Unmanaged Devices

Hotel Business Center

Wi-Fi at Starbucks




Key Information Security Terms

Pretnja informacionom resursu
Zlozenost

Ranjivost sistema

Rizik

Kontrola informacionih sistema




Pretnje bezbednosti (sika3.1)

Internet

Thraats

from o

the Oubside e
Qf:
Thraats ==

from e

the Insids

EMPLOYEES
Application Programmer

= Programming of
applications to function
contrary o spacilications

Systams Programmer

janitors

QOTHER INSIDERS

Consultants, contract lakor,

Natural Disasiers

(Floods, storms)
K Man-mage Disasters
’f Fira
/ Fower outages
| Other acadents

HARDWARE THREATS

Terminals

* Located in non-secare

= Theft
® [opying

® Unauthorized access

arviranment

PCS

# Bypassing sscurly
rechaniems

= Disabling security
mechanisms

* Insialling non-secure
systems

Oparatars

Syetame softwara

# Duplication of
corfidential reparts

= Initlellzing nen-securs
system

= Tneft of confidential
material

& Failure of protaction
mechanisms

= [nformation leekage

# |nstallzd unauthonzed
softwarz

Lsers

# Data entry armors
= Weak passwords
« Lack of training

# Frauculent identification

+ llagal Inakage ot
autherized infermation

+ \iruzes, worms, and
other malware

= Physlcal theft

Databases

+ Lnauthonzed access
= Copying
4 Thaft




Categories of Threatsto Information Systems

NehotiCni postupci
Elementarne nepogode
TehnicCki kvarovi

Greske menadzmenta
Namerni postupci
(from Whitman and Mattord, 2003)

Example of a threat (video)




Nehoticni postupci

Ljudske greske
Promene u kvalitetu usluga (npr., utilities)

Stetna dejstva okoline (npr., prljavstina,
prasina, viaga)



Ljudske greske

,Prilepljivanje”
Gledanje preko ramena

Nemaran odnos prema laptopu | prema
prenosivim uredajima

Otvaranje sumnjive e-poste
Nemarno pretrazivanje interneta

LosS izbor lozinke | neoprezno koris¢enje
lozinke

And more



Anti-Tallgating Door




Gledan)e preko ramena




Most Dangerous Employees

Human resources and MIS

Remember, these
employees hold ALL
the information




Socijalni inzenjering

60 Minutes Interview with Kevin Mitnick, the
“King of Social Engineering”

Kevin Mitnick served several years in a
federal prison. Upon his release, he opened
his own consulting firm, advising companies
on how to deter people like him,

See his company here



Elementarne nepogode




Namerni postupcl

Spijunaza ili upadanje u posed
Informaciono iznudivanje
Sabotaza ili vandalizam
Krada opreme ili informacija

Na primer, ,kopanje po dubretu®

—
FaE .ﬁ
|

e d




Namerni postupcl (nastavak)

Krada identiteta video

Ugrozavanje intelektualne svojine



Namerni postupcl (nastavak)

Softverski napadi
Virus

Crv

1988: first widespread worm, created by Robert
T. Morris, Jr.

(see the rapid spread of the Slammer worm)
Trojanski konj
LogiCka bomba




Namerni postupci (nastavak)

Softverski napadi (nastavak)

,FISIng“ napad
,FISing” slideshow
,FISIng“ quiz
,FISINg“ example
,FISINg“ example

Distribuirani napad uskracCivanjem servisa
See botnet demonstration




Namerni postupci (nastavak)

Softverski napadi (hastavak)

Can you be Phished?




How to Detect a Phish E-mall



|sthe emall really from eBay, or
PayPal, or a bank?

As Spammers get better, their emails look
more genuine. How do you tell if it's a scam
and phishing for personal information?
Here’s how ...



|sthe emall really from eBay, or PayPadl,

or abank?

As an example, here is what the emall said:
Return-path: <service@paypal.com>
From: "PayPal"<service@paypal.com>
Subject: You have 1 new Security Message Alert !

Note that they even give
advice in the right column
about security

PayPal

PayPal Security Center: Urgent PayPal Account
Login Request.

Notice of account temporary S o pratect your

% account
SUSPE“SIOH ._ Make sure you never

give away your PayFal login
and password. to someone

Dear PayPal member : S S K

® \We regret to inform you that your PayPal account, has ® pPlease respect PayPal
been temporarily blocked due to various login attempts from policy and privacy
different global locations. statements.

For more information on how
® As Romania is one of the most high rated fraudulent to protect your account,

please visit our security

countries, we temporarily blocked your account to avoid future g

problems or misusage of your PayPal account. http://www.paypal.com/cgi-

bin/

® Here are the last 3 login attempts : cmd=_security-center-
outside




Example Continued — bottom of the emall

® Here are the last 3 login attempts :

1. IP address : 194.102.104.2
ISP host @ sti13.-cafe.onix.ro
Location : Niger

2. IP address : 217.156.19.129
ISP host @ rds-net.vl.ro
Location : Niger

3. IP address : 52.177.188.59
ISP host : adsl.bbeyond.ro
Location : Niger

¢ If you are traveling and made these login attempts
yourself or borrowed your PayPal account to someone else |,
please log in below.

Travelling confirmation Here

¢ If you want to re-activate your PayPal account , please
follow our instructions.

Re-activate vour account Here

LFIT LY
cmd=_security-center-
outside

Increase your security

® Become a Verified
FavFal member. Examine all
privacy and security seals
before deoing business with a
particular website and malke
sure they are legitimate.
FayPal iz a licenzee of the
TRUSTe Privacy Program.

Protect your password

® Newver give away your
password and always
choose a combination of
letters, numbers, and
symbals.

For example, $cooiplacezl!
ve or 2BarrySBonds#1.
&void choosing obvious
words or dates such a= a
nickname or yvour birth
date.

#® [Don't use the same
pazsword for PayPal and
aother anline services such

—



How to see what Is happening
View Source

In Outlook, right click on email, click ‘view source’
In GroupWise, open email and click on the Message Source tab
In Mozilla Thunderbird, click on View, and Source.

Below is the part of the text that makes the email look official —
the images came from the PayPal website.

<table width=3D"100%" cellspacing=3D"0" cellpadding=3D"0" border=3D"0">
<ir=

<td background=3D"http-/fimages paypal comfimages/bg_clk gif"
width=30100%><img src=30"http./images paypal.com/images/pixel qif' =20

height=30"2%"
width=30"1" border=3D"0"></td>
</tr==04
=09
<tre=
<td=<img src=3D"http:/fimages. paypal.com/images/pixel gif" =20
height=30"10"
width=30"1" border=3D"0"></td>
</tr=

</table>



View Source— The Real Link

class=30"pp _sansserf align=30"center'=<a
href=30"tp-/futangiu-futangiui@ 09 202 224 140/ index_htm"=Travelling=20
confirmation Here</a=</td>

In the body it said, “If you are traveling,
“Travelling Confirmation Here”

Here is where you are really being sent
href=3Dftp://[futangiu:futangiu@209.202.224.140/in
dex.htm

Notice that the link is not only not PayPal, it is an

IP address, 2 giveaways of a fraudulent link.




Another Example — Amazon

You have 1 new ALERT message
Please login to your Amazon
and Confirm Billing And your Information.

To Login, please click the link below:

Go To www.amazon.com/login.asp

Copyright ? 2007 Amazon.Inc Customer

<FONT face="verdana" size=2=<B>You have 1 new ALERT message

</B=<BR>

Please login to your <B=Amazon</B><BR> and Confirm Billing And vour
View Source Information <BR=<BR>

To Login, please click the link below <BR=<BR=

<a href="http://68-116-36-144 static. mdfd.or.charter com/Online .htm">Go To

www amazon.com/login asp </ax<ffont></p=

<p=<font size="2" face="Arnal, Helvetica, sans-senf'=




Namerni postupci (nastavak)

Nezeljeni softver
Spijunski softver (vidi video)
Softver za generisanje nezeliene e-poste
Kukiji
Kuki demo




Namerni postupci (nastavak)

Supervisory control and data acquisition
(SCADA) attacks

Wireless
I

Sensor




What If a SCADA attack were successful ?

Northeastern
U.S. power
outage in 2003




Results of the power outage iIn NYC




More results of power outage in NYC




A Successful (Experimental) SCADA
Attack

Video of an experimental SCADA attack
that was successful




3.3 Zastita informacionih resursa



Rizik!

Rizik uvek
postoji!

e T T

- = -- - = - - e 3
= T " o
.

© KURT JONES 2003




And then thereisreal risk!




Upravljanje rizikom

Rizik

Upravljanje rizikom
Analiza rizika
Ublazavanje rizika



Strategije ublazavanja rizika

Prihvatanje rizika
OgraniCavanje rizika
Prenos rizika



Risk Optimization

Cost

RISK OPTIMIZATION

Risk
Optimization

Line e

4

Countermeasures

¥
¥~ Cost of Security

Program

Potential Loss

Vulnerabilities




Kontrole

~1ziCka kontrola

Kontrola pristupa

Komunikaciona (mrezna) kontrola
Aplikativna kontrola




Where Defense M echanisms
(Controls) Are Located

Authentication
Access Password

G . Personal 1D
ol N ) &

P K
Employee ID system _—CORPORATE LAN (INTRANET,
or Human (card or Employee or e
attacker guard biometric) attacker in

office

Firewall

/ PC
Smartphone Internet J

n . ID System Denial of service protection
erlno e Encryption Intrusion detection system
employee PDA Access password  Anti-malware software

or attacker




Kontrola pristupa

Autentifikacija

Ko je neka osoba? (biometrija)
Video on biometrics
The latest biometric: gait recognition
The Raytheon Personal Identification Device

Sta nosi neka osoba?
Sta radi neka osoba?

Sta zna neka osoba?
Klasi¢ne lozinke
Duge, ali jednostavne lozinke




Kontrola pristupa (nastavak)

Autorizacija
Privilegija
Najmanje pravo




Komunikaciona 1l mrezna kontrola

Paketski filtri
Sistemi protiv zlonamernog softvera

, symantec. AﬂcPAfse?j:

Stavljanje na belu listu i crna lista
Sistemi za otkrivanje neovlasc¢enog pristupa
Kriptografska zastita



Osnovni paketski filtri za kucnu upotrebu
(gore) | korporativni paketski filtri (dole)

Home PC

Vi N
l'lll I ntemet .'\II '
ll Service : Internet Broadband Connec tion $oﬂware
ik or Dial-up Connection firewall
l\x._‘\ = : "‘/r’ Q
O U,




Kako funkcionise Sifrovanje
Javnim kljuCem

© ©

u generation @
/Alice\ / Bob \
Alice's private Alice's public Bob's public Bob's private
key key key key

/TN RN
@ publication @ @
o

Bob's private
key

AW/

Encrypt




Kako funkcionise digitalni sertifikat

Digital

. Certificate

Verisign creates
digital certificate
for Sony

Sony requests
digital certificate
from Verisign

A F Ty

o | -

ey s _,.J:-;f;" ﬁ.?’:?“.‘;" =i

e ety ]
i

\r

T . Verisign transmits digital certificate to Sony I

.Sony presents digital certificate to Dell
for authenitication purposes

e 7

b )
TS T T AT 7T
AT GG =
T ——




Komunikaciona 1l mrezna kontrola
(nastavak)

Virtuelna privatna mreza

Secure Socket Layer (sada | Transport Layer
Security)

Sistemi za upravljanje ranjivostima
Sistemi nadzora zaposlenih



Virtuelna privatna mreza i tuneliranje

Your
organization's
intranet

Tunnel

INTERNET

Your

wtsmDala st | business partner's

intranet




Popularni sistemi za upravljanje
ranjivostima

@ , symantec.

QUALYS




Popularni sistemi nadzora zaposlenih

-~
. W EBSENSE



Sistem nadzora zaposienih

Employee Monitor V 1.3

oomf{ _"Vie W... o +

foaanl bmn.benn Ta=

COMMIE JOIN F2R FREEI

L e

CIND'Y




Planiranje kontinuiteta poslovanja, rezervne
kopije podataka | oporavak od havarije

Vruca lokacija
Topla lokacija
Hladna lokacija



Revizijainformacionih sistema

Tipovi revizora i revizije
Interna
Eksterna



Procedure revizije informacionih
sistema

Revizija oko racunara

-

Revizija unutar racunara

-

Revizija pomocu racunara




Zavrsni slucaj

BusinessWeek
el =MostChoice

Insurance, Mortgages, Real Estate, & More...




POSLOVNI INFORMACIONI
SISTEMI

prof. dr Zlatko Langovic




POGLAVLJE 4

Upravljanje podacima | znanjem




Pregled sadrzaja poglavlja

4.1 Upravljanje podacima

4.2 Pojam baza podataka

4.3 Sistemi za upravljanje bazama podataka
4.4 Skladistenje podataka

4.5 Upravljanje podacima u organizaciji

4.6 Menadzment znanja



CILJEVI UCENJA

Spoznati vaznost podataka, pitanja u vezi sa
koriscenjem podataka i zivotni ciklus
podataka.

Opisati izvore podataka | objasniti na koj
nacin se podaci prikupljaju.

Objasniti prednosti pristupa bazi podataka.



CILJEVI UCENJA (nastavak)

Objasniti nacCine skladistenja podataka | ulogu
skladista podataka u podrsci odluCivanju.

Objasniti proceduru upravljanja podacima u
organizaciji I njihovu ulogu u stvaranju
podataka vrhunskog kvaliteta.

Definisati znanje | opisati razliCite tipove
znanja.



Uvodni slucaj

Panasonic

iIdeas for life

Panasonic

ideas for life

‘

Panasonic®

Frecision AC Gear Motors




Uvodni slucaj (nastavak)

Stari model @

Panasonic Products

~ @W




Uvodni slucaj (nastavak)

Novi model @

Panasonic Orders
BUY':




Examples of Data Sources

V' —
T
Credit card RFID tags = gassmnan
swipes Digital video

surveillance

Blogs

E-mails

Radiology scans



4.1 Upravljanje podacima

TeskocCe u upravljanju podacima
KoliCina podataka
eksponencijalno raste.
Podaci su razmesteni I prikupljaju
Ih mnogi pojedinci koji koriste
razliCite metode i uredaje.
Podaci poticu iz mnogih izvora.

Bezbednost podataka, njihov
kvalitet | integritet su od
sustinskog znacaja.




Teskoce u upravljanju podacima
(nastavak)

An ever-increasing amount of data needs to be
considered in making organizational decisions.

The Data Deluge




Zivotni ciklus podataka (dika4.1)

Data

Sources

Internal
Data

External
Data

Personal
Data

Sl

Solutions
Result ~» Document Management
Data Supply
Data Analysis v Visualization| ™|  Chain Management
Data | _| Online Analytical Processing,
Maris Q"ﬁeﬁasl : Il ... Customer Relationship
s Exgcutj\{e Inéonnmritog S'_\{stem. o Management
a 5 ecision Support System et
Warehouse L z e —  Electronic Commerce
I Data T Strate
Metadata Marts | Pete Mining .| Knowledge | | |~ 2
Management, | Others




Podatak, informacija, znanje, Wisdom

Knowledge

Information




4.2 Pojam baza podataka

Sistem za upravljanje bazom podataka
omogucava svim korisnicima da pristupe
svim podacima.

Sistem za upravljanje bazom podataka
minimizira sledece probleme :
Redundantnost podataka
|lzolovanost podataka
Nekonzistencija podataka



Pojam baza podataka (nastavak)

Sistem za upravljanje bazom podataka
maksimizira sledeca pitanja:
Bezbednost podataka
Integritet podataka
Nezavisnost podataka



Sistemi za upravljanje bazom podataka

Registrar's office = Class programs .
Academic info
I’ Team data
Employee data
Accounting dept. - :::gor::tl: " . manzi:ag?n?:nt ':Jltlon .dam
system inancial data
Student data
i Course data
Registration data

A

Athletics dept. <«——  Sports programs =



Hijerarhija podataka

Bit

Bajt

Polje

Zapis

Datoteka (ili tabela)
Baza podataka



Hijerarhija podataka za racunarskKi
ZapIs

| |
[ - B
Bl i B
Byte I— Byte j |7 Byte —‘ Byte



Hijerarhija podataka (nastavak)

Bit (binarna cifra)

Bajt (osam bita)

01101010



Hijerarhija podataka (nastavak)

Example of Field and Record

I} ISAPI Filter for Web Security {component) - Microsolt Internet Exgplorer il E =|00] x|
Ble Edt Wew Favorkes Took e B3

| Back - = - (2] Y| Qoearch [Sffavorites Prstory | Th- O = - 5] |
mmlﬂ bty [ firterkrowdogy) steserver knosdedge seanch/dat sbase lsaarchfeC onmercsProducts [view. aoptid=01-1016 ﬂ ;3‘6:' | Links ”_

Database Record: B
ISAPI Filter for Web Security (component)
name [ ISAPI Filter for Web Security (component)
. sku . 011016
list_price . 12999
image_file . iklogo. gif
irnage_width . 113
. image_height . 62
sale_price 1]
sale_start 1111975
sale_snd 11N975
quantity_in_stock | 227
descrption ISAP Filter for Wab Secunty and Personalization
£
€7 Dore [ [ B uocal ntranet %




Hijerarhija podataka (nastavak)

Example of Field and Record

¥ lvterrainDB - [epasites. vi]

W e Edt Vew [nsert Formal Becoeds Smipts Window - Help &
EPASL. +|
; = | OcMSmapfestwes @ EPASIes O Locations | MiewFacliyList |
1"1+|J
o Facility Mame:  [RITZ TOWER HOTEL |
Flecords: Addrass: [465 PAREK AVEMUE |
1439
City: [NEW YORK | state:v]  Zip:[10022]
Fewnd
2
Unsoited. | EPAIDE 110001609536 Latitude: [«40 TE1670 Longitude: [-73.070940
State-County Code:
8IC Code; [6514 | [OPER OF DWELL OTHER THAM APART |

e EPA programs this xciity s regulated under -
Air Emnizsions:
Superiund Site: ]
Wastewater Discharges: D
Hazardous Waste: O

Tonie Release mventory: [

Show on Map Ehnﬂ;}g:?‘tﬂ!tlk




Krelranje baze podataka

Model podataka
Entitet
Atribut
Primarni kljuc
Sekundarni kljuc



Modeliranje vezal entiteta

Projektanti baze podataka planiraju izradu
baze podataka u procesu koji se naziva
modeliranje veza i entiteta (ER
modeliranje).

Dijagrami veza | entiteta (ER dijagrami)
sastoje se od entiteta, atributa | veza.
Klasa entiteta

nstanca

dentifikatori (kljucCevi)




Model dijagramavezal entiteta

A student can have
only 1 parking permit

Student t

A student can have
many courses

M:M

A class can have
many students.

A class can have
only 1 professor

1M

A professor can have
many classes

Professor

1:1

have only 1 student

A parking permit can

- Parking Permit
1

Student Address

Student Name

Student ldentification Number
Car Type

Class Naime

Professor Name

Class Time Professor Department
Class Place
Ky for Figurs 4.4
Entities




4.3 Sistemi za upravljanje bazama
podataka

Sistem za upravljanje bazom podataka
Relacioni model baze podataka
Structured Query Language (SQL)
Pretrazivanja pomocu primera



Primer studentske baze podataka

E Hicrosoft Access |:||?15'¥|

Type a question for help =

i Studert Name =

. = o
ML v | L]

Table1 : Table

Student Name | Student ID

Sally Adams  |111-12-4321 | Finance

John Jones | 420-33-9834 | Accounting
Jane Lee |241-35-7432  |MIS

Kevin Durham |021-79-8679 | Economics
Juan Rodriguez |335-77-5124 | Marketing |
Stella Zubnicki |408-99-5798 | Operations Man,
Ben Jones |422-89-0011  |Finance

- Staﬂ' 2 Internet E... e i : i £ B Tablel ; Table




Normalizacija

Normalizacija je postupak analize |
sazimanja relacione baze podataka na

velicinu:

Koja minimizira redundantnost

Koja maksimizira integritet podataka
Performanse obrade

Podaci su normalizovani kada atributi u tabeli
zavise samo od primarnog kljuca.




Nenormalizovane relacije

B Microsoft Access - [Non-Normalized Relation : Table] |:||?2|'§|

Type aquestion for help = o @ X

ol L4 4 ARLN LRI E AN NS CERES RN -

| |Oref My Part N Part Descriptior) Unit | Sug| Supplier Name | Supplier Addres| Order Da| Delivery | Order Cust{ Customer] Customer Ad
i] [1 11374 |Left side panel |150 (15 |AAA Automotive 123 Main St (11506 (2A06 (950 (121 ). Smith |14 Wind 5t
| |11 1 [1759 |Hood [225 |15 |AAA Automotive 123 Main St (1171546 (21106 950 (121 [J. Smith |14 Wind 5t
| |11 12 |2273 |Head Light [75 |17 |NAPA _|178 Green Ave. | 1/15/06 |2A1/06 (950 121 |J. Smith |14 Wind 5t
|11 1 (3451 | Grill (425 |15 |AAA Agytomotive 123 Main S1. (11506 (211068 |950 121 |J. Smith |14 Wind St
| |12 |1 2394 |Windshield 550 |19 |All About Glass | 145 Highway 1 [ 1/31/06 | 21506 (1775 122 |5, Page |110 Fifth Ax
| [1212 11256 |Windshield Wip|25 |17 |NAPA (178 Green Ave [1/31/06 |2M506 1775 |122 |S. Page 110 Fifth Ay
| |12 |1 [1759 |Hood |225 |15 AAA Automotive 123 Main St |1/31/06 (21506 1775 (122 |5 Page 110 Fifth Av
| [12 1 1888 |Roof panel [B50 |15 |AAA Automotive| 123 Main St | 1/31406 (21506 (1775 |122 3. Page |110 Fifth Ay
| |12 |1 [1374 |Left side panel |150 |15 |AAA Automotive| 123 Main 8t [1/31/06 21506 1775 |122 |S. Page |110 Fifth Ay
[ 121 (1375 |Right side pane|150 |15 AAA Automotive| 123 Main St |1/31/06 |2/15/08 |1775 122 'S. Page |110 Fifth Av
| |13 |4 1655 |Radialtires (175 |21 | Tire World |153 Highway 1 12/206 |2/8/06 [1650 129 R. Cox |19 Mall Dr
| |13 |4 1699 |Chrome Hubcap 225 |29 Chrome Center |197 Beulah Ave| 27206 | 2/806  |1650 |129 R. Cox |19 Mall Dr.
| 1311 (1991 | Gas cap |50 |17 |NAPA (178 Green Ave (27206 |2/8/06 [1650 (129 R. Cox |19 Mall Dr.
| |14 11 1766 | Trunk lid (450 |15 |AAA Auvtornotive 123 Main St (29006 |226/06 |1625 (133 T Cam |92 Star Ct.
| |14 |1 /2395 |Rear windshield|550 |19 All About Glass |145 Highway 1 2/8/06 | 2/26/06 1625 133 T Camr |92 Star Ct.
| |14 |2 2274 |Tail Light 65 |17 |NAPA 1178 Green Ave |2/9/06 | 2/26/06 |1625 |133 T. Cam |92 Star Ct.
| |14 |1 2497 |Rear bumper |495 |15 |AAA Automotive| 123 Main St |2/8/06 | 2/26/06 (1625 (133 |T. Car |92 Star Ct.
B3

Record: (4] « [T 1 (2 JOL0H] of 18

Datasheet View

: start & 2 InternetE... = &




Normalizovan|e baze podataka (deo A)

I
Type & question for help =

i Cuskomer Mumb :'L Brial

-

Order Mumber | Order Date Delivery Date | Order Total | Custormer Mumt
b1 1506 /106 1950 121
12 | 1/31/06 | 21506 (1775 [122
13 22006 |2/8106 1650 129
14 | 2/9/06 | 2/26/06 [ 1625 [133
*
Record: [14] < || l of 4 o | 5]
pplie L]
Supplier Mumbe| Supplier Name | Supplier Addre
k|15 AAA Autornotivi 123 Main St | Customer Numk| Customer Name| Customer Addre
17 NAPA 178 Green Ave. » | B 'J. Smith 14 Wind St.
19 All About Glass| 145 Highway 1 | 122 |8, Page | 110 Fifth Ave
21 | Tire Waorld | 153 Highway 1 129 R. Cox |12 Mall Dr.
23 ' Chrome Center 197 Beulah Ave 133 T. Carr |92 Star Ct.
* *
record: (4] « [ 1 [ Jr]pH]of s Record: (14 4 || 1> 2] of 4
[ =il

: start E & & 2 Intermnet E..




Normalizovan|e baze podataka (deo B)

Type a queskion for help =

;Pat Mumber :;J' Asial z 10

Orde i al
Crder Mumber | Part Number |Number of Parts =

Bl12 1125 2 Fart Number |Part Descriptior]  Unit Price | Supplier Numb
11 1374 1 »EE | Chrame Hubcag 225 |29
12 11374 i 2394 | Front Windshiel 550 |19
12 1375 1 1991 | Gas cap |50 |17
13 11855 4 3451 |Gl 425 15
13 1639 4 2273 (Head Light |75 |17
11 11759 1 1759 Hood 225 15
12 [1759 1 g 1374 | Left side panel 150 115
14 1766 1 1655 Radialtie 175 21
12 1888 1 2497 | Rear bumper | 495 |15
13 11991 1 2395 | Rear windshield 550 [19
1 2273 12 1375 |Right side pane| 150 15
14 7974 2 1888 | Roof panel 650 115
12 2394 1 2274 | Tail Light |65 [17
14 2395 Ir 1766 Trunk lid 1450 115
14 2457 1 1125 Windshield Wip 25 7
1 3451 E ¥

* | ' Record: [14] « [T 1 (2 J1)r#] of 15

Record: (14 « [~ 1 [ 1)) of 17

dh | =

2 Intermet E. = % Novel Group. oft Pow.. } Microsoft .., -~ &) 12:30PM



Normalizacija sastavljanja

narudzbenice

B Microsoft Access - [Relationships]

Multiple parts can
be contained in
an order.

Order Mumbier

Tvpe a question for help

Each part can
be ordered

Qedarad.P-.. multiple times.

Mumber of Parts

Order Date
Delivery Date
COrder Tokal
Custamer Mumbe

-

Which order

belongs to
which

customer
Customer

Cuskomer Marme
Customer Addres

4 Nowell G...

Order hurnber
Part: Mumber
Murmber of Parts

Part Descripbion
Unit Price
|Supplier Mumber

Supplier
Supplier Mumber

Supplier Mame
Suppher Address

Which parts are
supplied by which
supplier.

©
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Turnitin (Primer iz prakse 4.1)

Turnitin Griginality Repont 1previous nesd b print help

Assignment J by training studentds refresh (T
A Turnitin Processed on 03-08-07 16:25 EST  ID: 41981703 Word Count: 213 Rrefs Turnitin
Orlglnallty Overall Similarity Index; ~ 43% exclude quoted  exclude bibliography  mode: [ show highest matches together «]
report UFOs Assignment 2 1| 32% match (intemet from 01/18/07)

UFOs are a fascinating area of study that for some become almost like a — hitp:#en wikipedia. org

religion. However, e e T L

ﬂ 11% match (intemet)
—  http:ffufoevidence. org

about the only point that can be made concerning UFOs | 2
without the risk of starting an unpleasant controversy is
that they are supremely controversial.

Sightings of unusual aerial phenomena date back to | 1
ancient times, but reports of UFO sightings stared
becoming more common after the first widely publicized 1.5,
sighting in 1947, Many tens of thousands of such claimed
abservations have since been reported worldwide, and it is very
likely many more go unreported due to fear of public ridicule
because of the social stigma created around the UFO topic. In

miy own experience, | have reason to believe UFOs are very real. One night |
was driving along a road in the desert and had a very close encounter of my
awn, All of a sudden | noticed a strange glow all around me. It was so strong




4.4 Skladistenje podataka

Skladiste podataka

Skladista podataka su organizovana prema
poslovnoj dimenziji ili temi.
Skladista podataka su multidimenzionalna.

Kocka
podataka




Skladistenje podataka (nastavak)

Data warehouses are historical.

Skladista podataka koriste obradu u realnom
vremenu.



Okvir 1 pregled skladista podataka

Business Intelligence

Data

Dss
Access Custom-Built

i Applications
(4GL languages)

Extraction,

Transformation, N
r!a_l;sa dr(néf:‘.l_?n Replication

Marketing
LEET T
b
Metadata
Repository
L

EIS,
)| Reporting

Supply
Chain Data

Web
Browser

Finance

Enterprise
Data
Warehouse

Marketing

=l D e D —

Y

Data
Mart

Relational
, Query Tools

o REO0—oQ—=

Federated
Data Warehouse

Management

External

Operational
Systems/Data

Finance

Data Mining



Relacione baze podataka

(a) 2003 (b) 2004 (c) 2005

Product Region Sales Product Region Sales Product Region Sales
Muts East 50 Muts East 60 Muts East 70
Nuts West 60 Nuts West 70 Nuts West 80
Nuts Central 100 MNuts Central 110 Nuts Central 120
Screws East 40 Screws East 50 Screws East 60
Screws West 70 Screws West 80 Screws West 80
Screws Central 80 Screws Central 90 Screws Central 100
Bolts East 90 Bolts East 100 Bolts East 110
Bolts West 120 Bolts West 130 Bolts West 140
Bolts Central 140 Bolts Central 150 Bolts Central 160
Washers East 20 Washers East 30 Washers East 40
Washers West 10 Washers West 20 Washers West 30
Washers Central 30 Washers Central 40 Washers Central 50




Multidimenzional ne baze podataka

East

West

Central

s i P "
il 7l i il
50 | 40 | 90 | 20 [l
60 | 70 |120 | 10 ||f
) 2005
100 | 80 | 140 | 30 |}2004
2003

Muts Screws Bolts Washers

East

West

Central

East

West

Central

East

West

Central

70

60

110

40

80

90

140

30

120

100

160

50 (e)

Nuts

Screws

Balts

Washers 2005

50

100

30

70

80

130

20

110

90

150

40 (b)

Muts

Screws

Bolts

Washers 2004

40

90

20

70

120

10

100

80

140

30

(a)

Muts

Screws

Balts

Washers 2003



Jednakosti Izmedu relacionih |
multidimenzionalnih baza podataka

Product Region Sales

Nuts East 50

MNuts West 60

MNuts Central 100

Screws East 40 East 50 ol %0 20

Screws West 70

Screws Central 80 emm—— Vst 60 70 120 10

Bolts East 90

Bolts Wesl 120 Central | 100 | 80 | 140 | 30 (@)
Bolts Central 140 2003
Washers East 20 Nuts Screws Bolts Washers
Washers West 10

Washers Central

2003



Jednakosti Izmedu relacionih |
multidimenzionalnih baza podataka

Product Region Sales

Nuts East 60

Muts West 70

Nuts Central 110

Screws East 50 East 60 50 100 30

Screws West 80

Screws Central 90 emmm—— \\cst 70 80 130 20

Bolts East 100

Bolts West 130 Central | 110 | 90 | 150 | 40 (b)
Bolts Central 150 2004
Washers East 30 Nuts Screws Bolts Washers
Washers West 20

Washers Central 40

2004



Jednakosti Izmedu relacionih |
multidimenzionalnih baza podataka

Product Region Sales

Nuts East 70

Nuts West 80

Nuts Central 120

SATEWS East 60 East 70 60 110 40

Screws West 90

Screws Central 100 e \\est 80 90 140 30

Bolts East 110

Bolts West 140 Central | 120 | 100 | 160 50 (€)
Bolts Central 160 2005
Washers East 40 Nuts Screws Bolts Washers
Washers West 30

Washers Central 50 5005



Prednosti skladistenja podataka

Krajnji korisnici mogu brzo i lako pristupiti
Zeljenim podacima pomocu veb-brauzera jer
su locirani na jednom mestu.

Krajnji korisnici mogu obaviti sveobuhvatnu
analizu uz pomoc podataka kakvu ranije nisu
mogli izvrSavati.

Krajnji korisnici mogu imati konsolidovan
pregled podataka.



okalna skladista podataka

Lokalno skladiste podataka je malo
skladiste podataka projektovano za potrebe
krajnjih korisnika u strateskoj poslovnoj
jedinici (Strategic Business Unit — SBU).



4.5 Upravljanje podacima u organizaci||

C

oravljanje podacima u organizaciji
pravljanje glavnim (osnovnim) podacima
avni (osnovni) podaci

C

o)



Upravljanje podacimau

organizacl|l (nastavak)

Executive Management

Prolect, enhance,
& fund the assat

IT Governance

Provide cversight,
a8%5e5s CoMmpEncE,
ranape fisks o
Data Governance thi assel
Governance

s ===

Management

EEssss s sEEsEe=e=

Develop & sugpor
the assel per
genvaming policies
4 standards




Upravljanje podacimau
organizacl|l (nastavak)

Strategic
IT Governance

Data Governance

Tactical



4.6 Menadzment znanja

= Menadzment znanja
= Znanje
= Intelektualni kapital (ili intelektualna sredstva)




Menadzment znanja (nastavak)

Eksplicitno znanje
(above the waterline)

Implicitno znanje
—— (below the waterline)




Menadzment znanja (nastavak)

Sistemi za menadzment znanja
Najbolje prakse




Ciklus sistema za menadzment znanja

Stvaranje znanja
Belezenje znanja
ProcCiScavanje znanja
Cuvanje znanja
Menadzment znanja
Distribucija znanja



Ciklus sistema za menadzment znanja




Zavrsni slucaj

High CVM passengers
travel in style



